About ONEiO General Agreements
Dated: Feb 2nd, 2020

Terms of Service
Our Terms of Service is a contract between you (the Customer) and us (ONEiO) describing
the services we will provide to you. It consists of the following documents:
Master Terms: These contain the core legal and commercial terms between you and ONEiO
that apply to each subscription to the Service.
Plan Specific Terms: These include any additional terms that apply to your use of each of our
product offerings (“Plan”) and other services.
Data Processing Agreement: This explains how we are processing your personal data.

ONEiO User Terms of Service
ONEiO User Terms of Service is a contract between you as the User of the Service and us
(ONEiO) describing the terms of your use of the Service. ONEiO User Terms of Service
consists of the following documents:
User Terms: User Terms of Service (the “User Terms”) govern your access and use of ONEiO
integration service (the “Service”). Even though you are signing onto an existing account,
these User Terms apply.
Acceptable Use Policy: This Acceptable Use Policy sets out a list of acceptable and
unacceptable conduct for ONEiO Service. If we believe a violation of the policy is deliberate,
repeated or presents a credible risk of harm to other users, our customers, the Service or any
third parties, we may suspend or terminate your access. This policy may change as ONEiO
grows and evolves, so please check back regularly for updates and changes. Capitalized terms
used below but not defined in this policy have the meaning set forth in the User Terms of
Service.
Privacy Policy: This policy describes how we collect, receive, use, store, share, transfer, and
process the Personal Data of the Users of the Service and the visitors to our Websites. It also
describes the User’s and Visitor’s choices regarding use, as well as their rights of access to
and correction of their Personal Data.
We cannot provide our services to you unless you agree to these terms. By using the Service
or by receiving other services from us, you are agreeing to these terms.
We periodically update these terms. If you have an active ONEiO subscription, we will let you
know when we do via an email or in-app notification.
These agreements are meant to be handled as a whole.

ONEiO MASTER SUBSCRIPTION
AGREEMENT
Dated: Feb 2nd, 2020
THIS AGREEMENT GOVERNS YOUR SUBSCRIPTION AND USE OF OUR SERVICE.
IF YOU REGISTER FOR A FREE TRIAL FOR OUR SERVICE, THE APPLICABLE PROVISIONS
OF THIS AGREEMENT WILL ALSO GOVERN THAT FREE TRIAL.
BY ACCEPTING THIS AGREEMENT, EITHER BY CLICKING A BOX INDICATING YOUR
ACCEPTANCE OR BY EXECUTING AN ORDER THAT REFERENCES THIS AGREEMENT,
YOU AGREE TO THE TERMS OF THIS AGREEMENT.
IF YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER
LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH
ENTITY AND ITS AFFILIATES TO THESE TERMS AND CONDITIONS, IN WHICH CASE THE
TERMS "YOU" OR "YOUR" SHALL REFER TO SUCH ENTITY AND ITS AFFILIATES. IF YOU
DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT AGREE WITH THESE TERMS
AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND MAY NOT USE
THE SERVICES.
This Agreement shall form an integral part of any agreement entered into by Us for the
provision of the Service, as hereunder defined.

1. DEFINITIONS
a) "Affiliate" means any entity that directly or indirectly controls, is controlled by, or is
under common control with the subject entity. "Control," for purposes of this
definition, means direct or indirect ownership or control of more than 50% of the
voting rights of the subject
b) “Customer Data” refers to the electronic data uploaded or submitted by either of the
integration counterparties, or anyone else on their behalf, to the Service for
transmission.
c) “Service” refers to ONEiO’s cloud-based integration service as described in the
ONEiO Service Description, from time to time.
d) “Service Description” refers to the description of the Service published by Us, as it
will be amended from time to time.
e) “Integration” means an arrangement for processing communication between two
service management systems through ONEiO’s cloud service. Each Integration is
comprised of two endpoints.
f) “Order” means the ordering document or online order specifying the Services to be
provided hereunder, including any addenda and supplements thereto, that is issued

by You to Us. By issuing an Order hereunder, an Affiliate agrees to be bound by the
terms of this Agreement as if it were an original party hereto.
g) “Subscription” means the license to use the Service for a given period in accordance
with the terms of the Subscription.
h) “Subscription Agreement” or “Subscription” refers collectively to the terms set forth
in the relevant Order which is accepted by Us and to this Master Subscription
Agreement. Subscription Agreement may cover one or more Subscriptions.
i) “Subscription Fee” refers to recurring fee and other payment payable in accordance
with the Subscription Agreement or as set forth in ONEiO’s price list from time to
time.
j) “Subscription Term” commences when the trial period ends, or when the Service, or
relevant part thereof, has been placed at Your disposal, as per Your Order, or as a
result of your action.
k) “We,” “Us” or “Our” means ONEiO Cloud Corporation, or our Affiliates.
l) “You” or “Your” means the customer or other legal entity for which you are
accepting this Agreement, and Affiliates of that company or entity which have
executed an Order.

2. FREE TRIAL
2.1. If You register on Our website or otherwise in writing for a free trial, We will make
one or more parts of the Service available to You on a trial basis free of charge until
the earlier of (a) the end of the free trial period for which You registered to use the
applicable Service(s), or (b) the start date of any Subscriptions ordered by You for
such Service(s), or (c) termination by Us in Our sole discretion. Additional trial
terms and conditions may appear on the trial registration web page. Any such
additional terms and conditions are incorporated into this Agreement by reference
and are legally binding.
2.2 ANY DATA YOU ENTER INTO THE SERVICE, AND ANY CUSTOMIZATION OR
CONFIGUATION MADE TO THE SERVICE BY OR FOR YOU, DURING YOUR FREE TRIAL
WILL BE PERMANENTLY DELETED, UNLESS YOU SUBSCRIBE TO THE SAME SERVICE
AS THE ONE COVERED BY THE TRIAL, OR EXPORT SUCH DATA, BEFORE THE END OF
THE TRIAL PERIOD. IF YOU SUBSCRIBE A SERVICE THAT WOULD BE A DOWNGRADE
FROM THAT COVERED BY THE TRIAL, YOU MUST EXPORT YOUR DATA BEFORE THE
END OF THE TRIAL PERIOD AS SOME OF YOUR DATA MAY BE PERMANENTLY LOST.
NOTWITHSTANDING SECTIONS 8, 9 and 10 (REPRESENTATIONS AND WARRANTIES,
INDEMNIFICATIONS AND LIMITATIONS OF LIABILITY), DURING THE FREE TRIAL THE
SERVICE IS PROVIDED “AS IS” WITHOUT ANY WARRANTY.

2.3. Please review the applicable Service Description during the trial period so that You
become familiar with the features and functions of the Service before You make
Your subscription.

3. SUBSCRIPTION
3.1. INVOICING AND TERMS OF PAYMENT Each Subscription Term and Flat Rate
Integration Subscription shall be invoiced separately (Initial Term and Renewal Term,
as hereinafter defined). Subscription Fee and each Flat Rate Integration shall be
invoiced annually, unless otherwise agreed in the Subscription. The billing period
commences on the first day of the relevant Subscription Term.
Invoices shall be issued to You at a billing address shown herein, upon commencing
of each billing period. Each invoice shall itemize the Services and subscription
period(s) invoiced. For a more detailed description of the billing method see ONEiO
Service Description.
3.2. PAYMENT All Fees and other amounts stated in the Subscription and payable herein
shall be paid in full by You, in the currency stated in the Subscription, within thirty
(30) days after the date of Our invoice to the bank account specified on the invoice.
Any undisputed amounts not paid when due bear interest at a rate of 1% per month
or the legal maximum interest rate (‘Statutory Interest’), whichever is less.
In the event that You fail to pay any undisputed invoice when due, in addition to any
other rights reserved hereunder, We reserve the right, upon 7 days’ prior written
notice, to suspend or limit Our performance until all past due sums are paid. You
shall also reimburse Us for direct costs incurred by Us in collecting undisputed late
payments.
3.3. TAX Fees exclude taxes, duties, tariffs and similar assessments. Your agree to bear
and pay all such charges imposed on Your use of the Service, excluding taxes on Our
income. All amounts are exclusive of any VAT or other consumption taxes
(collectively, “VAT”) and where VAT is chargeable, it will be payable by You. We may
consider that You are established in the country for which You have provided VAT
identification number. Tax-exempt customers must provide a certificate of
exemption prior to Subscription. If You are required to withhold any taxes, You must
advise Us of this in writing prior to subscribing to the Service and timely remit the
withholding taxes to the authority, and deliver Us proof of remittance within 60days of remittance.
3.4. PARTNER ORDERS In case You order the Service from Our reseller, You
acknowledge and agree that Your use of the Service is governed in addition to the
terms of this Agreement by your agreement with Our reseller, which agreement sets
forth the price and payment terms of Your Subscription. You acknowledge further
that in case You acquire technical support from Our reseller, We are under no
obligation to provide technical support directly to You.
In case You order the Service from Our reseller, You agree that if (a) We are notified
by Reseller of Your failure to pay amounts due to Reseller with respect to Your
subscription to the Service; or (b) Reseller fails to pay any amounts due to Us
pursuant to the Reseller Agreement with respect to Your subscription to the Service,

We are entitled to suspend or terminate Your subscription to the Service, upon 7
days’ prior written notice, without any liability to You with respect to such
suspension or termination.
3.5. CUSTOMER SAFEGUARDS You shall be responsible for: (i) protecting user names
and passwords and preventing and notifying Us of unauthorized use; (ii) all Customer
Data transmitted to the Service by You or Your integration counterparty; and (iii)
using the Service lawfully, in compliance with the Agreement for Your own service
management purposes and not for any other purposes.
If You exceed Your permitted use of the Service, You will purchase additional
Subscriptions; or take other steps reasonably requested by Us. We may review Your
use of the Service, and You shall provide reasonable assistance, to verify Your
compliance with the Agreement.
3.6. CONTROL OF THE SYSTEM We are entitled to control Your and Your Integration
counterparty’s use of the Service and give instructions thereof to the extent and in
the manner this is regarded necessary at Our discretion to ensure that the quality of
the Service can be maintained. We are not responsible for any delays caused by You
or Your Integration counterparty.
3.7. RESPONSIBILITY FOR DATA You are responsible for and hold Us harmless of any
claims concerning the Customer Data, or the use thereof.
3.8. NO RESELLING The Service is provided solely for Your own use. You are not
entitled to provide or convey any features or elements of the Service in any form or
manner to any third party, including Your Integration counterparty, other than what
is clearly described in the Subscription. Notwithstanding the foregoing, You shall
have the right to authorize external consultants and/or partners to operate the
Service for and on behalf of You.

4. SUPPORT
4.1. SUPPORT During the Subscription Term, We shall resolve problems causing the
Service not to conform to the Documentation (‘Technical Support’). Our Technical
Support does not include: implementation services, configuration services, help
desk or integration services carried out by You or a third party (e.g. Our reseller).
Prior to submission of any Support request, You are encouraged to consult the
official Service Description and specifications at oneio.cloud or any successor site
(“Documentation”) to determine if the support issue has been addressed.
4.2. UPGRADES “Upgrade” is a modification to the Service for repair or enhancement.
We shall determine how and when to develop and release Upgrades. All repair
Upgrades are provided to You at no additional fee during the Subscription Term.
We may at Our sole discretion provide any new functionality as an enhancement
Upgrade or as part of a new optional service for a separate fee.
4.3. OWNERSHIP; GRANT OF RIGHTS As between Us and You, all rights, title, and
interest in and to all intellectual property rights in the Service and Documentation
are owned exclusively by Us. Except as provided in this Agreement, We shall not

grant You any rights, express or implied, or ownership in the Service,
Documentation or any intellectual property rights. We shall have a royalty-free,
worldwide, non- exclusive, transferable, sub-licensable, irrevocable, perpetual right
to use or incorporate into the Service, Documentation and related services any
suggestions, enhancements, recommendations or other feedback provided by You
or Your users relating to the Service, Documentation or related As between Us and
You, all rights, title and interest in and to all Customer Data is owned exclusively by
You, and as such, we shall not make any use of any such Customer Data for any
purpose other than operating the Service.
4.4. RESTRICTIONS You shall not (or permit others to): (i) license, sub-license, sell, resell, rent, lease, transfer, distribute, or time share the Service or Documentation or
make it available to a third party; (ii) create derivative works based on the Service
or Documentation; (iii) disassemble, reverse engineer or decompile the Service,
save to the extent permitted by law; (iv) use our Confidential Information gained
through the Service or Documentation in order to build a competing product or
service; (v) use or send viruses or other harmful computer code; (vi) interfere with
the integrity of the Service or its data; or (vii) use or distribute material protected
by copyright or other intellectual property right (including the right of publicity
and/or privacy) without first obtaining the permission of the owner.
4.5. ENGLISH All support will be provided in the English language unless agreed
otherwise.

5. SERVICE LEVEL COMMITMENT
5.1. DEFINITIONS
Service Period means the time when the Service is available at the interface of the
general network. Service Period of the System is 24/7/365.
Cut-off Period means the period during which the Service has not been available in
the production environment at the interface of the general network.
Availability Rate is calculated for each integration and for each full calendar month
by applying the Service Period and Cut-off Period(s) rounded off to full minutes.
Availability Rate is calculated as follows: Availability Rate = (Service Period – Cut off
Period) / Service Period x100.
5.2. COMPENSATIONS You are entitled to compensation if Your Availability Rate falls
below the thresholds set forth in the table below for reasons attributable to Us.
Compensation is calculated for each Calendar Month on the bases of the Service
Fee allocated to the relevant integration and Calendar Compensation shall be
applied by deducting the compensation from Your next Service Fee payment.
Availability Rate

Compensation

Less than 99,9 %

3%

Less than 99,0 %

5%

Less than 98,0 %

10 %

Less than 97,0 %

20 %

Less than 95,0 %

40 %

6. TERM AND TERMINATION
6.1. TERM OF SUBSCRIPTION AGREEMENT This Subscription Agreement commences on
the first day of the Subscription Term and continues until services hereunder have
expired or have been terminated. The initial Subscription Term shall be 12 months,
or a longer period specified in the applicable Subscription (“Initial Subscription
Term”). Except as otherwise specified in the applicable Subscription, the
subscription will automatically renew for additional periods equal to the expiring
Subscription Term or one year, whichever is shorter (“Subscription Renewal Term”),
unless You give Us a notice of non-renewal at least 30 days before the end of the
relevant Subscription Term, or unless We give You a notice of non-renewal at least
90 days before the end of the relevant Subscription Term. Except as expressly
provided in the applicable Subscription, renewal of promotional or one-time priced
subscriptions will be at Our applicable list price in effect at the time of the
applicable renewal.
6.2. TERM OF INTEGRATION SUBSCRIPTION The initial term of each Integration
Subscription shall be twelve (12) months (“Initial Integration Subscription Term”).
Except as otherwise specified in a Subscription, each Integration Subscription will
automatically renew for additional periods equal to the agreed billing period
(“Integration Subscription Renewal Term”), until You give Us a no less than 30 days
written notice of termination, or until we give you a no less than three (3) months
written notice of termination. Except as expressly otherwise provided in the
applicable Subscription, renewal of promotional or one-time priced Integration
Subscriptions will be at Our applicable list price in effect at the time of the
applicable renewal.
6.3. TERMINATION FOR CAUSE Each party may terminate this Agreement for cause (i)
upon 30 days written notice to the other party of a material breach if such breach
remains uncured at the expiration of such period, or (ii) if the other party becomes
the subject of a petition in bankruptcy or any other proceeding relating to
insolvency, receivership, liquidation or assignment for the benefit of creditors.

6.4. REFUND OR PAYMENT UPON TERMINATION If this Agreement is terminated, We
will refund You any prepaid fees covering the remainder of the term after the
effective date of termination of the terminated Integration Subscription. If this
Agreement is terminated by Us in accordance with Section 6.3, You will pay any
unpaid fees earned by Us at such time covering the then effective Subscription. In
no event will termination relieve You of Your obligation to pay any Fees payable to
Us for the period prior to the effective date of termination other than termination
by You for cause as described in Section 6.3.
6.5. DATA MANAGEMENT UPON TERMINATION At any time during the Subscription
Term you can get access to the Customer Data retained in the Service and you can
retrieve the configuration data of your integration from the Service. During the
Subscription Term You can also amend or delete at your discretion any of the user
rights provided by you to the Service. Following the end of the Subscription Term,
we shall retain a copy of your Customer Data and the configuration data, (which
you have not deleted form your account) for no longer than 30 days. During this 30day period we shall use commercially reasonable efforts to reactivate your
Subscription, if you so request or to provide such Customer Data or configuration
data to you in a mutually-agreeable format. We shall delete all such data in Our
systems within 45 days from the end of the Integration Subscription Term.
6.6. SURVIVING PROVISIONS The sections titled “Subscription,” “Confidentiality and
Non-Use,” “Representations and Warranties,” “Indemnification,” “Limitations of
Liability,” “Refund or Payment upon Termination,” “Data Management upon
Termination,” “Surviving Provisions” and “General Provisions” will survive any
termination or expiration of this Agreement.

7. CONFIDENTIALITY AND NON-USE
7.1. CONFIDENTIAL INFORMATION Confidential information means all information
disclosed by a party (“Disclosing Party”) to the other party (“Receiving Party”),
whether orally or in writing, that is designated as confidential or that reasonably
should be understood to be confidential given the nature of the information and
the circumstances of the disclosure: including, without limitation, each party’s
respective business plans and processes; financial and employee data; proprietary
technology and product information and designs; Customer Data; and the terms of
the Subscription Agreement. Without limitation, Our prices and discounts are Our
Confidential Information. Without limitation, Customer Data is Your (and Your
Integration counterparty’s) Confidential Information.
7.2. Confidential Information (excluding Customer Data, which shall always constitute
Your Confidential Information) excludes information that: (i) is or becomes
generally known to the public; (ii) was known to the Receiving Party prior to its
disclosure by the Disclosing Party without breach of any obligation to the Disclosing
Party; (iii) is received from a third party without breach of any obligation to the
Disclosing Party; (iv) was independently developed by the Receiving Party; or (v) is

Service usage metrics in an aggregated form and not attributable to the Disclosing
Party or any other individual or company.
7.3. PROTECTION The Receiving Party shall (i) not disclose and shall use the same
degree of care to protect the Disclosing Party’s Confidential Information against
unauthorized disclosure that it uses to protect its own Confidential Information
(but in any event no less than reasonable care); and (ii) not use Confidential
Information except to the extent necessary to receive or provide the Service and/
or related services under this Agreement. To the extent necessary under this
Agreement, each party may disclose Confidential Information of the other party to
employees or subcontractors who are bound by written obligations of
confidentiality and non-disclosure at least as protective as those set forth herein
7.4. In the event of a court order or government regulation is compelling disclosure of
any Confidential Information, the Receiving Party shall provide the Disclosing Party
with prompt written notice thereof, and shall reasonably cooperate with the other
party to seek confidential or other protective treatment but is permitted to disclose
such Confidential Information. Each party’s obligations set forth in this Section 7
shall remain in effect for a period of three (3) years after termination of the
Agreement. Each party will promptly return to the other party all Confidential
Information of the other party in its possession or control upon request from the
Disclosing Party.

8. REPRESENTATIONS AND WARRANTIES
8.1. We represent and warrant that the Service will be performed in a professional and
workmanlike manner in accordance with accepted industry standards and
practices, and in compliance with all applicable laws, rules and regulations. Service
will comply with all material requirements set forth in the applicable Subscription
and will conform to all requirements and/or specifications set forth herein. If We
fail to comply with the foregoing warranty, We shall re-perform the Service in full
conformance with the warranty requirements set forth in this Section, and if We
are unable to do so then You may terminate the Service and receive a refund of any
prepaid amounts for unperformed Service.
8.2. THIS SECTION REPRESENTS OUR SOLE OBLIGATION AND YOUR SOLE REMEDY WITH
RESPECT TO THE WARRANTY SET FORTH IN THIS AGREEMENT.
8.3. EXCEPT FOR THE FOREGOING EXPRESS LIMITED WARRANTY, THE SERVICE IS
PROVIDED AS-IS, WITH TO THE EXTENT PERMITTED BY LAW, NO OTHER WARRANTY
WHATSOEVER, EITHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING WITHOUT
LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT OF THIRD PARTY RIGHTS.

9. INDEMNIFICATION

9.1. CLAIMS We shall: (i) defend and indemnify You, Your officers, directors, authorized
users, customers and employees against any third party suit, claim, action or
demand (“Claim”) alleging that the Service as used in accordance with this
Agreement infringes any law, patent, copyright, or trademark or other intellectual
property of a third party; and (ii) pay any court-ordered award of damages or
settlement amount, and reasonable attorney fees, arising from such Claim. If any
portion of the Service becomes the subject of an infringement Claim, We may: (a)
obtain permission for Your continued use of the Service; (b) replace or modify the
Service to avoid infringement, such update or replacement having substantially
similar capabilities; or, if the foregoing (a) and (b) are not available on commercially
reasonable terms, (c) terminate Your use of the Service, or the affected part
thereof upon 30- days’ written notice, and refund the pro rata portion of prepaid
Fees covering the remainder of the Subscription Term after the date of
termination.
9.2. Notwithstanding the above, We shall have no liability for any Claim to the extent it
is arising from: (i) any use of the Service which exceeds the scope of the Service
granted to You, or due to the content of Customer Data; (ii) the use of the Service
by You which is not in compliance with applicable laws; (iii) use of the Service after
We notify You in writing to discontinue use; or (iv) modifications to Service made or
provided other than by Us; or (v) use of the Service in combination with any
software, application or service made or provided other than by Us.
9.3. YOUR OBLIGATION You shall: (i) defend Us, Our officers, directors and employees
against any third party Claim alleging that the Customer Data infringes any law,
patent, copyright, or trademark of a third party; and (ii) pay any and all damages
and expenses associated with any such claim, including without limitation courtordered award of damages or settlement amount, and reasonable attorney fees,
arising from such Claim.
9.4. PROCESS The foregoing indemnity obligations are subject to the indemnified party
notifying the indemnifying party promptly in writing of any actual or threatened
Claim, the indemnified party giving the indemnifying party sole control of the
defence thereof and any related settlement negotiations, and the indemnified
party cooperating and, at the indemnifying party’s request and expense, assisting in
such defence.
9.5. THIS SECTION 9 STATES EACH PARTY’S ENTIRE LIABILITY AND THE OTHER PARTY’S
EXCLUSIVE REMEDY FOR THIRD PARTY INFRINGEMENT, CLAIMS AND ACTIONS.

10. LIMITATIONS OF LIABILITY
10.1. YOUR RESULTS You assume sole responsibility for results obtained from use of the
Service and any conclusions drawn from such use. We shall have no liability for any
damage caused by errors or omissions in any information or instructions provided
by You to Us in connection with the Service, or any actions taken by Us at Your
direction.

10.2. LIMITATION IN NO EVENT SHALL THE AGGREGATE LIABILITY OF EITHER PARTY
TOGETHER WITH ALL OF OUR RESPECTIVE AFFILIATES ARISING OUT OF OR RELATED
TO THIS AGREEMENT EXCEED THE TOTAL AMOUNT PAID BY YOU AND YOUR
AFFILIATES HEREUNDER FOR THE SERVICE GIVING RISE TO THE LIABILITY IN THE
TWELVE MONTHS PRECEDING THE FIRST INCIDENT OUT OF WHICH THE LIABILITY
AROSE. THE FOREGOING LIMITATION WILL APPLY WHETHER AN ACTION IS IN
CONTRACT OR TORT AND REGARDLESS OF THE THEORY OF LIABILITY, BUT WILL
NOT LIMIT EITHER PARTY’S LIABILITY ARISING OUT OF GROSS NEGLIGENCE AND/OR
WILLFUL MISCONDUCT OR YOUR AND YOUR AFFILIATES’ OBLIGATIONS TO PAY THE
FEES.
10.3. EXCLUSION OF CONSEQUENTIAL AND RELATED DAMAGES IN NO EVENT WILL
EITHER PARTY OR ITS AFFILIATES HAVE ANY LIABILITY ARISING OUT OF OR RELATED
TO THIS AGREEMENT FOR ANY LOSS OF PROFITS, REVENUE, DATA, GOODWILL, OR
INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, BUSINESS INTERRUPTION OR
PUNITIVE DAMAGES, WHETHER AN ACTION IS IN CONTRACT OR TORT AND
REGARDLESS OF THE THEORY OF LIABILITY, EVEN IF A PARTY OR ITS AFFILIATES
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

11. GENERAL PROVISIONS
11.1. ASSIGNMENT Neither party may assign its rights or obligations, whether by
operation of law or otherwise, without the prior written consent of the other party,
not to be unreasonably withheld. Notwithstanding the foregoing, either party may
(i) in connection with a merger, reorganization, or sale of all or substantially all of
the assets or equity of such party, assign this Agreement in its entirety to such
party’s successor without the other party’s consent; and (ii) assign this Agreement
in its entirety (or in part) to any company, partnership or other legal entity which
from time to time directly or indirectly Controls, is Controlled by or is under the
common Control with such party, where ‘Control’ means the legal power to direct
or cause the direction of the general management of the company, partnership or
other legal entity. This Agreement shall bind and inure to the benefit of the parties,
their respective successors and permitted assigns.
11.2. NOTICES Except as otherwise provided herein, all notices shall be in writing and
deemed given upon:
(i) personal delivery, (ii) when received by the addressee, if sent by a nationally

recognized overnight courier (receipt requested), or (iii) the first business day after
sending by confirmed email; provided that

e-mail shall not be sufficient for notices of termination or a Claim, unless receipt
thereof is confirmed by the recipient. Notices shall be sent to address set forth on
the applicable Subscription, or to the address that a party has notified to be party's
address for the purposes of this Section.

11.3. GOVERNING LAW This Agreement shall be interpreted and construed in accordance
with the laws of the country stated in the table below, without regard to conflict of
law principles.

You are domiciled in:

Governing Law:

Venue of
Arbitration:

A England, Scotland, Wales, Ireland, Northern
Ireland, Canada, Australia.

England and
Wales

London

B USA

New York, USA

New York, NY

C Any other country than listed above at A or B.

Finland

Helsinki

11.4. SETTLEMENT OF DISPUTES All disputes arising out of or in connection with this
Agreement shall be finally settled under the Rules of Arbitration of the International
Chamber of Commerce by one arbitrator appointed in accordance with the said
Rules. The Emergency Arbitrator Provisions shall not apply. The place of arbitration
shall be the city stated in the table above in Section 11.3. The language of the
arbitration proceedings shall be English.

Notwithstanding the preceding sentence in this Section 11.4, claims for nonpayment of monetary charges may be resolved in the courts of respondent’s place
of domicile if the respondent does not contest its payment obligation.
The award of arbitration shall be final and binding upon both parties, and judgment
on the award rendered by the arbitrator may be entered in any court having
jurisdiction thereof. The prevailing party in an action to enforce this Agreement
shall be entitled to the costs of bringing the claim and to reasonable attorneys’ and
experts’ fees and expenses. Notwithstanding the foregoing, either Party may also
seek and obtain appropriate relief in any court of competent jurisdiction for claims
regarding either party's intellectual property rights and Confidential Information.
11.5. FORCE MAJEURE Neither party shall be liable for delay and damage caused by an
impediment beyond the party’s control and which the party could not have
reasonably taken into account at the time of conclusion of the Agreement and
whose consequences the party could not reasonably have avoided or overcome.
Such force majeure events shall include, if not proven otherwise, inter alia, war or
insurrection, natural catastrophe, interruptions in general data communication or
supply of electricity, import or export embargo.

Strike, lockout, boycott and other similar industrial action shall also a force majeure
event, if not proven otherwise, when the party concerned is the target to such an

action. A force majeure event suffered by a subcontractor of a party shall also be
considered a force majeure event in relation to the party, if the work to be
performed under subcontracting cannot be done or acquired from another source
without incurring unreasonable costs or significant loss of time.
Each party shall without delay inform the other party in writing of a force majeure
event and of the termination thereof. The party suffering a force majeure event
shall use reasonable efforts to mitigate against the effects of such force majeure
event. If a force majeure event continues for a continuous period of 10 days or
more, the other party may terminate this Agreement on written notice to the party
suffering a force majeure.
11.6. PROTECTION OF CUSTOMER DATA We shall maintain administrative, physical,
and technical safeguards for protection of the security, confidentiality and integrity
of Customer Data in compliance with the General Data Protection Regulation and
other applicable privacy laws and, in addition, as described in the Documentation.
These safeguards will include, but will not be limited to, measures for preventing
access, use, modification or disclosure of Customer Data by Our personnel except (a)
to provide the Service, including to prevent or address service or technical problems,
(b) as compelled by law, or (c) as You expressly request or permit Us to do in writing.

Except with respect to a Free Trial, to the extent that We process any Personal Data
contained in the Customer Data, on Your behalf, in the provision of the Service, the
terms of the ONEiO Data Processing Addendum, which is hereby incorporated by
reference, shall apply and the parties agree to comply with such terms.
11.7. ENTIRE AGREEMENT This Agreement is the entire agreement between You and Us
regarding Your use of the Service and supersedes all prior and contemporaneous
agreements, proposals or representations, written or oral, concerning its subject
matter. Except as otherwise provided herein, no modification, amendment, or waiver
of any provision of this Agreement will be effective unless in writing and signed by
the party against whom the modification, amendment or waiver is to be asserted.
Any term or condition stated in Your purchase order or in any other of Your order
documentation, or in any of Our invoices or other order documentation, in conflict
with the provisions of this Agreement is void.
11.8. APPENDICES AND ORDER OF PRECEDENCE In the event of any inconsistency
between various provisions and documents which comprice this Agreement the
hierarchy shall be 1) the Subscription agreement, 2) this Master Subscription
Agreement with the DPA; and 3) the annexes and appendices of the Subscription
Agreement in their numerical order.
11.9. UPDATES AND AMENDMENTS We are entitled to amend the Service including the
provisions of the Subscription Agreement from time to time so long as such
amendment applies equally to all of Our subscribers and/or customers, or the
relevant subset thereof. We shall notify (“Change Notice”) You at least 45 days prior
to implementation of any change to the Service that is likely to decrease the value of
the Service to You. If You object such change within 30 days from the Change
Notice, We shall postpone the implementation of the change to You for no less than
120 days from the Change Notice, if that is technically and commercially feasible.

Subscription is deemed to be renewed at the commencement of each billing
period, unless terminated in accordance with this Agreement.
11.10. RELATIONSHIP OF THE PARTIES The parties are independent contractors. Nothing
in this Agreement shall be construed to create a partnership, joint venture or agency
relationship. Neither party shall have any right or authority to assume or create any
obligation of any kind, expressed or implied, in the name of or on behalf of the other
Party.
11.11. THIRD-PARTY BENEFICIARIES There are no third-party beneficiaries under this
Agreement.
11.12. WAIVER No failure or delay by either party in exercising any right under this
Agreement will constitute a waiver of that right.
11.13. SEVERABILITY If any provision of this Agreement is held by a court of competent
jurisdiction to be contrary to law, the provision will be deemed null and void, and the
remaining provisions of this Agreement will remain in effect.
11.14. SUBCONTRACTING We may at any time subcontract or delegate any or all of Our
obligations under this Agreement to a third party. However, We shall remain liable
to You for any and all services provided by such third party.

PLAN SPECIFIC TERMS
Dated: Feb 2nd, 2020

1. FREE TRIAL
1.1. If You register on Our website for a free trial, We will make one or more parts of the
Service available to You on a trial basis free of charge until the earlier of (a) the end
of the free trial period of 14 days, (b) the start date of any paid Subscriptions
ordered by You, or (c) termination by Us at Our sole discretion.

Additional trial terms and conditions may appear on the trial registration web page.
Any such additional terms and conditions are incorporated into this Agreement by
reference and are legally binding.
1.2. CUSTOMER DATA (6.13) ANY DATA YOU ENTER INTO THE SERVICE, AND ANY
CUSTOMIZATION OR CONFIGURATION MADE TO THE SERVICE BY OR FOR
YOU, DURING YOUR FREE TRIAL MAY BE PERMANENTLY DELETED, UNLESS
YOU SUBSCRIBE TO THE SERVICE, OR EXPORT SUCH DATA, BEFORE THE END
OF THE TRIAL PERIOD.
1.3. NO WARRANTY NOTWITHSTANDING SECTIONS 8, 9 and 10
(REPRESENTATIONS AND WARRANTIES, INDEMNIFICATIONS AND
LIMITATIONS OF LIABILITY), DURING THE FREE TRIAL THE SERVICE IS
PROVIDED "AS IS" WITHOUT ANY WARRANTY OR LIABILITY.
1.4. Service Uptime Commitment No Service Uptime Commitments (2.3 and 5) apply to
Free Trial.
1.5. Limits (2.4)

! Number of messages made available is 1.000.
! Number of endpoints are limited to 7. Only the endpoint types listed from
time to time in our self-service endpoint types list are available for Free Trial.
! Both Production and QA environments are made available.
1.6. Modifications to Service (2.7). We have full freedom to make any modifications to
the Service. We have no obligation to notify you of such modifications.
1.7. Customer Support (2.8 and 4.1). Only self-service support by way of our Help
Center and Support Forums are made available.
1.8. Protection of Personal Data (11.7). Our Data Processing Agreement does not apply
to Free Trial. Therefore, you should not insert any Personal Data to the Service at
Free Trial.
1.9. Amendments to Terms of Service (11.10). We have full freedom to make any
modifications to the Terms of Service. We have no obligation to notify You of such
modifications.

1.10. Publicity (11.12). We shall not publish identities of our Free Trial users.

Please review the applicable Service Description during the trial period so that You
become familiar with the features and functions of the Service before You make
Your subscription.

2. FREE PLAN
2.1. If Your ONEiO Account is set to Free Plan, We will make one or more parts of the
Service available to You free of charge on a monthly basis until terminated by You
or Us at Our sole discretion.
Additional terms and conditions for Free Plan may appear on the appropriate web
page. Any such additional terms and conditions are incorporated into this
Agreement by reference and are legally binding.
2.2. CUSTOMER DATA (6.13) ANY DATA YOU ENTER INTO THE SERVICE, AND ANY
CUSTOMIZATION OR CONFIGURATION MADE TO THE SERVICE BY OR FOR YOU,
DURING FREE PLAN MAY BE PERMANENTLY DELETED, UNLESS YOU SUBSCRIBE TO
THE SERVICE, OR EXPORT SUCH DATA, BEFORE THE END OF THE FREE PERIOD.
2.3. NO WARRANTY NOTWITHSTANDING SECTIONS 8, 9 and 10 (REPRESENTATIONS
AND WARRANTIES, INDEMNIFICATIONS AND LIMITATIONS OF LIABILITY), DURING
THE FREE TRIAL THE SERVICE IS PROVIDED "AS IS" WITHOUT ANY WARRANTY OR
LIABILITY.
2.4. Service Uptime Commitment No Service Uptime Commitments (2.3 and 5) apply to
Free Plan.
2.5. Limits (2.4)
! Number of messages made available is 40 per month.
! Number of endpoints are limited to 4. Only the endpoint types listed from
time to time in our self-service endpoint types list are available for Free Plan.
! Only Production environment is made available for Free Plan.
2.6. Modifications to Service (2.7). We have full freedom to make any modifications to
the Service. We have no obligation to notify you of such modifications.
2.7. Customer Support (2.8 and 4.1). Only self-service support by way of our Help
Center and Support Forums are made available.
2.8. Protection of Personal Data (11.7). Our Data Processing Agreement does not apply
to Free Plan. You should not inset any Personal Data to the Service at Free Plan.

2.9. Amendments to Terms of Service (11.10). We have full freedom to make any
modifications to the Terms of Service. We have no obligation to notify You of such
modifications.
2.10. Publicity (11.12). We shall not publish identities of our Free Plan users.

3. STARTER PLAN
3.1. Limits (2.4).
! Number of messages made available in Starter Plan is 200 per month.
! Number of endpoints are limited to 4. Only the endpoint types listed from
time to time in our self-service endpoint types list are available for Starter
Plan.
! Only Production environment is made available for Starter Plan.
3.2. Subscription Term. Starter Plan Subscription Term is 1 month. Each Subscription
Term shall renew automatically until terminated by You or Us.
3.3. Non-renewal notice (6.2). Your non-renewal notice period deadline is 24 hours
before the end of the current billing period. Our non-renewal notice period is 30
days.
3.4. Modifications to Service (2.7). We have full freedom to develop and make any
modifications to the Service. We have no obligation to notify you of such
modifications.
3.5. Customer Support (2.8 and 4.1). Only self-service support by way of our Help
Center and Support Forums are made available.
3.6. Subscription Fees, Flat Rate Fees and Billing periods (3.1). Starter Plan Subscription
Fee is EUR 99,00 per month. Subscription Fee is charged monthly in advance from
your credit card.
Flat rate integrations are not available in Starter Plan.
3.7. Payment methods (3.2). Only payment by credit card is available. For more
information of how we are charging Your credit card see ‘About credit card
payments’.
3.8. Representations and Warranties (8). WITHOUT LIMITING OUR OBLIGATIONS IN THE
'PROTECTION OF CUSTOMER DATA' AND ‘SERVICE LEVEL COMMITMENT’ SECTIONS
OF THIS AGREEMENT, WE MAKE NO REPRESENTATIONS OR WARRANTIES ABOUT
THE SUITABILITY, RELIABILITY, AVAILABILITY, SECURITY OR ACCURACY OF THE
SERVICE.

3.9. Amendments to Terms of Service (11.10.). We have full freedom to make any
modifications to the Terms of Service. We will notify you of such modifications only
if separately agreed upon.

4. PROFESSIONAL PLAN
4.1. Limits (2.4).
! Number of messages made available in Professional Plan is 1.000 per month.
! Number of endpoints are limited to 7. All endpoint types available in the
Service are available also in the Professional Plan.
! Only Production environment is made available for Professional Plan.
4.2. Subscription Term. Professional Plan Subscription Term is 1 month. Subscription
Term shall renew automatically until terminated by You or Us.
4.3. Non-renewal notice (6.2). Your non-renewal notice period deadline is 24 hours
before the end of the current billing period. Our non-renewal notice period is 30
days.
4.4. Downgrades (2.6). You can downgrade your Professional Plan to Starter Plan
monthly at the end of the Subscription Term by giving us a Non-renewal notice
thereof in accordance with section 4.3 above.
4.5. Modifications to Service (2.7). We have full freedom to develop and make any
modifications to the Service. We have no obligation to notify you of such
modifications.
4.6. Customer Support (2.8 and 4.1). Only self-service support by way of our Help
Center and Support Forums are included in the Professional Plan. However, you can
purchase additional support package to your Professional Plan at the price and
terms to be agreed separately.
4.7. Subscription Fees, Flat Rate Fees and Billing periods (3.1). Professional Plan
Subscription Fee is EUR 499,00 per month. Subscription Fee is charged monthly in
advance from your credit card.
Flat rate integrations are not available in Professional Plan.
4.8. Payment methods (3.2). Only payment by credit card is available. For more
information of how we are charging Your credit card see ‘About credit card
payments’.
4.9. Representations and Warranties (8). WITHOUT LIMITING OUR OBLIGATIONS IN THE
'PROTECTION OF CUSTOMER DATA' AND ‘SERVICE LEVEL COMMITMENT’ SECTIONS
OF THIS AGREEMENT, WE MAKE NO REPRESENTATIONS OR WARRANTIES ABOUT

THE SUITABILITY, RELIABILITY, AVAILABILITY, SECURITY OR ACCURACY OF THE
SERVICE.
4.10. Amendments to Terms of Service (11.10.). We have full freedom to make any
modifications to the Terms of Service. We will notify you of such modifications per
email, if you have enlisted to receive change notices.

5. ENTERPRISE PLAN
6. MSP PLAN
7. ENTERPRISE PLAN FOR VAR
7.1. PARTNER ORDERS In case You order the Service from Our reseller, You
acknowledge and agree that Your use of the Service is governed in addition to the
terms of this Agreement your agreement with Our reseller, which sets forth the
price and payment terms of Your Subscription. You acknowledge further that in
case You acquire technical support from Our reseller, We are under no obligation
to provide technical support directly to You.
7.2. In case You order the Service from Our reseller, You agree that if (a) We are notified
by Reseller of Your failure to pay amounts due to Reseller with respect to Your
subscription to the Service; or (b) Reseller fails to pay any amounts due to Us
pursuant to the Reseller Agreement with respect to Your subscription to the
Service, We are entitled to suspend or terminate Your subscription to the Service,
upon 7 days’ prior written notice, without any liability to You with respect to such
suspension or termination.
-------Order Form
List of Content:
Customer name
Customer Address
Customer VAT number (if exists)
Person representing the Customer (if Customer is a separate entity)
Service Plan Subscribed (1 e)
Price of the Plan (i.e. Subscription Fee)
Billing Period of the Plan (time invoiced in advance) (1 b)

Commencement of the Billing Period (when does it start)
Initial Subscription Period (6.1)

ONEiO DATA PROCESSING
ADDENDUM
Dated: Feb 2nd, 2020
This Data Processing Addendum (this “Addendum”) is effective as of January 1, 2020 (the
“Addendum Effective Date”) by and between ONEiO Cloud Corporation, (“We”, “Us” or
“Our”) and the customer to the Service (“Customer”).
This Addendum supplements the ONEiO Master Subscription Agreement, as updated from
time to time between Customer and Us, or other agreement between Customer and Us,
governing Customer’s use of the Service (the “Agreement”).

1. Definitions
Unless otherwise defined in this Addendum or in the Agreement, all capitalised terms used in
this Addendum will have the meanings given to them below:
1.1. “Location” means the data center facilities, servers, networking equipment, and host
software systems that are used to provide the Service.
1.2. “ONEiO Security Standards” means the security standards attached to this
Addendum as Annex 1.
1.3. “Personal Data” means the personal data, as defined in the GDPR, that is forming
part of the Customer Data.
1.4. "GDPR” means Regulation 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data Protection
Regulation).
1.5. “Processing” has the meaning given to it in the GDPR and “process”, “processes” and
“processed” will be interpreted accordingly.
1.6. “Post-Termination Period” means the 30 days period following the Termination Date
in which Customer can retrieve Customer Data from the Service.
1.7. “Security Incident” means either (a) a breach of security of the ONEiO Security
Standards leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, any Customer Data; or (b) any unauthorised
access to Our equipment or facilities, where in either case such access results in
destruction, loss, unauthorised disclosure, or alteration of Customer Data.

2. Data Processing
2.1 Scope and Roles. This Addendum applies when We are processing Personal Data
that is included in the Customer Data. In this context, We will act as “processor” to

the Customer who may act either as “controller” or “processor” with respect to
Personal Data (as each term is defined in the GDPR).
2.2 Customer Controls. The Service provides Customer with a number of controls,

including security features and functionalities, that Customer may use to delete or
restrict the use of Customer Data as described in the Service Description. Customer
may use these controls as technical and organisational measures to assist it in
connection with its obligations under the GDPR, including its obligations relating to
responding to requests from data subjects.

2.3 Details of Data Processing.
2.3.1 Subject matter. The subject matter of the data processing under this
Addendum is the Personal Data that is forming part of the Customer Data.
2.3.2 Duration. The duration of the data processing under this Addendum is 30 days
unless otherwise expressly agreed with the Customer. The Customer can
delete all Customer Data at any time in the Service.
2.3.3 Nature of processing. Instant and automatic transmission of messages
between two integrated data systems chosen by the Customer. Transmitted
messages are stored in the Service for 30 days for message conversation view.
Data transmission is carried out automatically in accordance with the
configuration provided by the Customer from time to time.
2.3.4 Purpose. The purpose of the data processing is to enable communication
between two different data systems.
2.3.5 Type of Personal Data. The Personal Data is comprised of person and system
identification data (eg. name, phone number, email address, office location,
login information) included in the Customer Data, as determined by the
Customer from time to time. No special categories of personal data (GDPR art.
9) is processed.
2.3.6 Categories of data subjects. The data subjects may include the personnel and
customers of the Customer and Customer’s integration counterparty, as well
as the personnel of their customers and suppliers.
2.4 Compliance with Laws. Each party will comply with all laws, rules and regulations
applicable to it and binding on it in the performance of this Addendum, including the
GDPR.
2.5 Access or Use. We will not access or use Customer Data, except as necessary to
maintain or provide the Service, or as necessary to comply with the law or binding
order of a governmental body.

3. Customer Instructions
We will process Personal Data only in accordance with Customer’s instructions. The parties
agree that this Addendum is Customer’s complete and final documented instruction to Us in
relation to Personal Data. Additional instructions outside the scope of this Addendum (if any)

require prior written agreement between Us and Customer, including agreement on any
additional fees payable by Customer to Us for carrying out such instructions. Customer is
entitled to terminate this Addendum and the Agreement if We decline to follow instructions
requested by Customer that are outside the scope of, or changed from, those given or agreed
to be given in this Addendum. Customer shall ensure that its instructions comply with all
laws, rules and regulations applicable in relation to the Personal Data, and that the processing
of Customer Data in accordance with Customer’s instructions will not cause Us to be in
breach of the GDPR.

4. Confidentiality of Customer Data
We will not disclose Customer Data to any government or any other third party, except as
necessary to comply with the law or a valid and binding order of a law enforcement agency. If
a law enforcement agency sends Us a demand for Customer Data, We will attempt to
redirect the law enforcement agency to request that data directly from Customer. As part of
this effort, We may provide Customer’s basic contact information to the law enforcement
agency. If we are compelled to disclose Customer Data to a law enforcement agency, then
We will give Customer reasonable notice of the demand to allow Customer to seek a
protective order or other appropriate remedy unless We are legally prohibited from doing so.

5. Confidentiality Obligations of Our Personnel
We restrict Our personnel from processing Customer Data without authorisation by Us as
described in the ONEiO Security Standards. We impose appropriate contractual obligations
upon Our personnel, including relevant obligations regarding confidentiality, data protection
and data security.

6. Security of Data Processing
6.1. We have implemented and will maintain the technical and organisational measures
for the Service as described in the ONEiO Security Standards and this Section of this
Addendum. In particular, We have implemented and will maintain the following
technical and organisational measures:
(a) security of the Service as set out in Section 1.1 of the ONEiO Security Standards;
(b) physical security of the facilities as set out in Section 1.2 of the ONEiO Security
Standards;
(c) measures to control access rights for Our employees and contractors in relation to
the Service as set out in Section 1.1 of the ONEiO Security Standards; and
(d) processes for regularly testing, assessing and evaluating the effectiveness of the
technical and organisational measures implemented by Us as described in Section 2
of the ONEiO Security Standards.
6.2. Customer may elect to implement technical and organisational measures in relation
to the Customer Data. Such technical and organisational measures include the
following which may be obtained by Customer directly from a third-party supplier or
from Us as described in the Service Description:

(a) pseudonymisation and encryption to ensure an appropriate level of security;
(b) measures to ensure the ongoing confidentiality, integrity, availability and resilience
of the data processing systems and services provided by Customer to third parties;
(c) measures to allow Customer to backup and archive appropriately in order to
restore availability and access to Customer Data in a timely manner in the event of
a physical or technical incident affecting the Service; and
(d) processes for regularly testing, assessing and evaluating the effectiveness of the
technical and organisational measures implemented by Customer.

7. Sub-processing
6.1. Authorised Sub-processors. Customer agrees that We may use sub-processors to
fulfil Our contractual obligations under this Addendum or to provide certain services
on Our behalf, such as providing infrastructure and database services. Our website
lists sub-processors that are currently engaged by Us to carry out specific processing
activities on behalf of the Customer. At least 45 days before We engage any new
sub-processor to carry out specific processing activities on behalf of Customer, We
will issue the Customer a Change Notice as provided in the Master Subscription
Agreement. Customer hereby consents to Our use of sub-processors as described in
this Section. Except as set forth in this Section, or as Customer may otherwise
authorise, We will not permit any sub-processor to carry out specific processing
activities on behalf of Customer.
7.2. Sub-processor Obligations. If We authorise any sub-processor as described in
Section 7.1 above:
(i)

We will restrict the sub-processor’s access to Customer Data only to what is
necessary to maintain the Service or to provide the Service to Customer in
accordance with the Documentation, We will prohibit the sub-processor from
accessing Customer Data for any other purpose;

(ii) We will enter into a written agreement with the sub-processor and, to the extent
that the sub-processor is performing the same data processing services that are
being provided by Us under this Addendum, We will impose on the sub-processor
the same contractual obligations that We have under this Addendum; and
(iii) We will remain responsible for Our compliance with the obligations of this
Addendum and for any acts or omissions of the sub-processor that cause Us to
breach any of Our obligations under this Addendum.

8. Data Subject Rights
Taking into account the nature of the Service, We offer Customer certain controls as
described in Sections 2.2 and 9 that Customer may elect to use to comply with its obligations
towards data subjects.

9. Optional Security Features
We are making available security features and functionalities that Customer may elect to use.
Customer is responsible for (a) properly configuring the Service, (b) using the controls
available in connection with the Service (including the security controls) to ensure the
ongoing confidentiality, integrity, availability and resilience of processing systems and
services, (c) using the controls available in connection with the Service (including the security
controls) to allow the Customer to restore the availability and access to Customer Data in a
timely manner in the event of a physical or technical incident (e.g. backups and routine
archiving of Customer Data), and (d) taking such steps as Customer considers adequate to
maintain appropriate security, protection, and deletion of Customer Data, which includes use
of encryption technology to protect Customer Data from unauthorised access and measures
to control access rights to Customer Data.

10. Security Breach Notification
10.1. Security Incident. If We become aware of a Security Incident, We will without
undue delay: (a) notify Customer of the Security Incident; and (b) take reasonable
steps to mitigate the effects and to minimise any damage resulting from the Security
Incident.
10.2. Our Assistance. To assist Customer in relation to any personal data breach
notifications Customer is required to make under the GDPR, We will include in the
notification under section 10.1(a) such information about the Security Incident as
We are reasonably able to disclose to Customer, taking into account the nature of
the Service, the information available to Us, and any restrictions on disclosing the
information, such as confidentiality.
10.3. Unsuccessful Security Incidents. Customer agrees that:
(i)

an unsuccessful Security Incident will not be subject to this Section 10. An
unsuccessful Security Incident is one that results no unauthorized access to
Customer Data or to any of Our equipment or facilities storing Customer Data, and
may include, without limitation, pings and other broadcast attacks on firewalls or
edge servers, port scans, unsuccessful log-on attempts, denial of service attacks,
packet sniffing (or other unauthorized access to traffic data that does not result in
access beyond headers) or similar incidents; and

(ii) Our obligation to report or respond to a Security Incident under this Section 10 is
not and will not be construed as an acknowledgement by Us of any fault or liability
with respect to the Security Incident.
10.4. Communication. Notification(s) of Security Incidents, if any, will be delivered to one
or more of Customer’s administrators by any means We select, including via email. It
is Customer’s sole responsibility to ensure that Customer’s administrators maintain
accurate contact information on the management console of the Service at all times.
10.5. Privacy Impact Assessment and Prior Consultation. The information made available
by Us under Section 11 is intended to assist Customer in complying with Customer’s

obligations under the GDPR in respect of data protection impact assessments and
prior consultation.

11. Certifications and Audits
11.1. ISO-Certification. As of the Addendum Effective Date, We are not certified under
ISO 27001. However, We agree to maintain an information security program for the
Service that complies with the ISO 27001 standards or such other alternative
standards as are substantially equivalent to ISO 27001 for the establishment,
implementation, control, and improvement of ONEiO Security Standards.
11.2. Audits. We use external auditors to verify the adequacy of the security measures of
the Service. This audit: (a) will be performed at least annually; (b) will be performed
by independent third-party security professionals at Our selection and expense; and
(c) will result in the generation of an audit report (“Report”), which will be Our
Confidential Information. Such Reports will be made available to Customer subject
to a mutually agreed upon non-disclosure agreement covering the Report (an
“NDA”).
11.3. Audit Reports. At Customer’s written request, We will provide Customer with a
confidential Report so that Customer can reasonably verify Our compliance with
Our obligations under this Addendum. The Report will constitute Our Confidential
Information under the confidentiality provisions of the Agreement or the NDA, as
applicable.
11.4. Customer’s Independent Determination. Customer is responsible for reviewing the
information made available by Us relating to data security and making an
independent determination as to whether the Service meets Customer’s
requirements and legal obligations as well as Customer’s obligations under this
Addendum.
11.5. Customer Audits. Customer agrees to exercise any right it may have to conduct an
audit or inspection by instructing Us to carry out the audit described in Section 11.2.
If Customer wishes to change this instruction regarding the audit, then Customer
has the right to request a change to this instruction by sending Us written notice as
provided for in the Agreement. If We decline to follow any instruction requested by
Customer regarding audits or inspections, Customer is entitled to terminate this
Addendum and the Agreement.

12. Processing Location(s)
Customer may choose from the available Location(s) where Customer Data will be processed.
Once Customer has made its choice, We will not transfer Customer Data from Customer’s
selected Location(s), except with the Customer’s prior written consent.

13. Termination of the Addendum
This Addendum shall continue in force until the termination of the Agreement (the
“Termination Date”).

14. Return or Deletion of Customer Data
The Service provides Customer with controls that Customer may use to retrieve or delete
Customer Data as described in the Documentation. Up to the Termination Date, Customer
will continue to have the ability to retrieve or delete Customer Data in accordance with this
Section. For 30 days following the Termination Date (“Post-Termination Period”), Customer
may retrieve or delete any remaining Customer Data from the Service, subject to the terms
and conditions set out in the Agreement, unless (i) prohibited by law or the order of a
governmental or regulatory body, or (ii) Customer has not paid all amounts due under the
Agreement. No later than the end of the 30-day period, Customer will close all ONEiO
accounts. We will delete all Customer Data promptly after the Post-Termination Period,
unless prohibited by law or an order of a governmental or regulatory body.

15. Limitations of Liability
The liability of each party under this Addendum shall be subject to the exclusions and
limitations of liability set out in the Agreement. Customer agrees that any regulatory
penalties incurred by Us in relation to the Personal Data that arise as a result of, or in
connection with, Customer’s failure to comply with its obligations under this Addendum or
the GDPR shall count towards and reduce Our liability under the Agreement as if it were
liability to the Customer under the Agreement.

16. Duties to Inform
If Customer Data becomes subject to confiscation during bankruptcy or insolvency
proceedings, or similar measures by third parties while being processed by Us, We will inform
Customer without undue delay. We will also notify all relevant parties in such action (e.g.
creditors, bankruptcy trustee) that any Customer Data subjected to such proceedings is
Customer’s property and processed under the Customer’s responsibility and control.

17. Non-disclosure
Customer agrees that the details of this Addendum constitute Our Confidential Information
under the confidentiality provisions of the Agreement.

18. Entire Agreement; Conflict
This Addendum supersedes and replaces all prior or contemporaneous representations,
understandings, agreements, or communications between Customer and Us, whether written
or verbal, regarding the subject matter of this Addendum. Except as amended by this
Addendum, the Agreement will remain in full force and effect. If there is a conflict between
any other agreement between the parties including the Agreement and this Addendum, the
terms of this Addendum will control.

19. Counterparts and Email Delivery
This Addendum may be executed in two or more equal counterparts, each of which will be
deemed original. The parties may deliver this Addendum by email transmission.

__________________________________

Annex 1

ONEiO Security Standards
Capitalised terms not otherwise defined in this document have the meanings assigned to
them in the applicable ONEiO Master Subscription Agreement.
1.

Information Security Program. We will maintain an information security program
(including the adoption and enforcement of internal policies and procedures) designed (a)
to satisfy the security objectives: availability, integrity and confidentiality, (b) to identify
reasonably foreseeable and internal risks to security and unauthorised access to the
Service, and (c) to minimise security risks, including through risk assessment and regular
testing. We will designate one or more employees to coordinate and be accountable for
the information security program. The information security program will include the
following measures:
1.1. Data Security. The Service will be electronically accessible to employees, contractors
and any other person as necessary to provide the Service. We will maintain access
controls and policies to manage what access is allowed to the Service. We will
maintain corrective action and incident response plans to respond to potential
security threats.
1.2. Physical Security
1.2.1. Physical Access Controls. Facilities where physical components of the Service
are housed (“Facilities”) have physical barrier controls to prevent unauthorised
entrance to the Facilities. Passage through the physical barriers at the Facilities
requires either electronic access control validation (e.g., card access systems,
etc.) or validation by human security personnel (e.g., contract or in-house
security guard service, receptionist, etc.). Visitors are required to sign-in with
designated personnel, must show appropriate identification, are assigned a
visitor ID badge that must be worn while the visitor is at any of the Facilities,
and are continually escorted by authorised employees or contractors while
visiting the Facilities.
1.2.2. Limited Employee and Contractor Access. Our sub-contractors provide access
to Facilities to those employees and contractors who have a legitimate
business need for such access privileges. When an employee or contractor no
longer has a business need for the access privileges assigned to him/her, the
access privileges are promptly revoked.
1.2.3. Physical Security Protections. All access points /doors are maintained in a
secured (locked) state. Access points to the Facilities are monitored by video
surveillance cameras designed to record all individuals accessing the Facilities.
Our sub-contractor also maintains electronic intrusion detection systems
designed to detect unauthorised access to the Facilities, including monitoring
points of vulnerability with door contacts, glass breakage devices, interior
motion-detection, or other devices designed to detect individuals attempting

to gain access to the Facilities. All physical access to the Facilities by
employees and contractors is logged and routinely audited.
2.

Continued Evaluation. We will conduct periodic reviews of the security of the Service
and adequacy of its information security program as measured against industry security
standards and its policies and procedures. We will continually evaluate the security of
the Service to determine whether additional or different security measures are required
to respond to new security risks or findings generated by the periodic reviews.

ONEiO - Privacy Policy
Updated Feb 2nd, 2020

1. Purpose
ONEiO Cloud Corporation, including its subsidiaries and affiliates (collectively, "ONEiO", "we"
or "us") respects the privacy of its customers, business partners and visitors to our Website
(as defined below). This ONEiO Privacy Statement ("Privacy Statement") describes the
information that we collect, how we obtain the information, and how we may use or disclose
that information. This Privacy Statement also describes the measures we take to protect the
security of the information.

2. Scope
This Privacy Statement covers our privacy practices with respect to the collection, use, and
disclosure of information obtained: (i) through ONEiO websites at www.oneio.cloud
(collectively, our "Website"); and (ii) in connection with the use of our hosted software
applications (the "Subscription Service") and related support services ("Support Services"), as
well as expert services, including professional services, training and certification (the "Expert
Services") that we may provide to Customers. In this Privacy Statement, the Subscription
Service, Support Services and the Expert Services are collectively referred to as the "Service."
For the purposes of this Privacy Policy:
! "Customer" means any entity or individual that subscribes to the Service.
! "Customer Data" means the electronic data uploaded into the Subscription Service

by or for the Customer, or by or for the Customer’s integration counterparty for
transfer of data in the Subscription Service.

! "Customer Admin Data" means the electronic data (e.g. contact information of the

Customer’s representatives) uploaded to the Service by or for the Customer for
administration of the Service.

! "Metadata" means the technical data (source and target system IDs, entity type IDs,

entity IDs, timestamps) recorded by the Service of the transmission of messages
sent and received by it to and from the integrated systems.

! "Visitor" means a visitor of the Website.
! "User" means an individual authorized by the Customer to access and use the

Service.

3. Website
3.1. How We Obtain Information
As further described below, we may collect several types of information from and
about our Visitors.
a. Information you provide to us
! When you fill out forms on our Website we collect personal information,

including without limitation, name, mailing address, email address and
telephone number.

! When you post material to our Website, participate in bulletin boards, chat

rooms, blogs, comment threads, forums or other interactive features of our
Website, register, or request further information or services from us.

! When you register to use a demo or developer instance of the Service.
! When you report a problem with our Website.
! When you contact us.
! When you complete our surveys.
! Other information you may submit to us related to your use of our Website.

b. Information from third parties
We may collect and use information we receive from third parties in connection with
your use of the Website. For instance, we may use a third party for reporting and
analytics to measure the effectiveness of our Website and marketing efforts, and to
identify areas for improvement. c.
Information we collect as you navigate through the
Website
As you navigate through the Website, we may also collect details about your visits to
our Website including, but not limited to, your IP address, usage patterns, traffic data,
location data, logs and other communication data and the resources that you access, as
well as information about your computer and internet connection, including your
operating system and browser type.
3.2. Cookies and Other Forms of Automated Collection
We may use “cookies” to help us improve our Website. A cookie is a small file stored on
the hard drive of your computer. Unless you have adjusted your browser setting so that
it will refuse cookies, our system may issue cookies when you direct your browser to our
Website. You may refuse to accept cookies by activating the appropriate setting on your
browser, in which case some parts of our Website may become inaccessible or function
improperly. We may use cookies to:
! Estimate our audience size and usage patterns.

! Store information about your preferences, allowing us to customize our

Website.

! Speed up your searches.
! Authenticate your access to various areas of our Website.
! Recognize you when you return to our Website.
! Track when you respond to surveys.

ONEiO’s third parties may use JavaScript to collect IP addresses from our Visitors and
our hosting provider may also collect server logs. Information gathered through these
automated means may be associated with the personal information you previously
submitted on our Website.
3.3. How We Use Information Collected
We may use information that we collect about Visitors for the following purposes:
! To present our Website and their contents in a suitable and effective manner

for you and for your computer.

! To diagnose and resolve technical problems with our Website.
! To improve our Website.
! To provide you with information, products or services that you request from

us.

! To carry out our obligations and enforce our rights arising from any contracts

entered into between you and us, including without limitation, our Website
Terms of Use.

! To notify you about changes to our Website or obtain any required consent.
! To allow you to participate in interactive features of our Website, when you

choose to do so.

! For industry analysis, benchmarking, analytics, marketing, and other business

purposes.

If you ask us to contact you about services that may be of interest to you, we may use
your personal information or permit selected third parties to use your personal
information to provide you with such services. Visitors may withdraw consent at a later
time by clicking on the “unsubscribe” link located in the emails sent by us.
3.4. How We Share Information Collected
We may disclose personal information that you provide to us via the Website, to the
following third parties:

! Our subsidiaries and affiliates (including those located outside the European

Economic Area and Switzerland).

! Contractors, business partners and service providers we use to support our

business or who provide services on our behalf.

! In the event of merger, acquisition, or any form of sale or transfer of some or

all of our assets (including in the event of a reorganization, dissolution or
liquidation), in which case personal information held by us about our Visitors
will be among the assets transferred to the buyer or acquirer.

We may also disclose your personal information to third parties to:
! Comply with any court order or other legal obligation.
! Enforce or apply the Website Terms of Use or terms of any other agreement.
! Protect the rights, property, or safety of ONEiO or others.

We do not sell, rent or trade information collected through the Website with third
parties for their promotional or other commercial purposes.
3.5. Public Forums and Blogs
You may be permitted to post, submit, contribute, publish, display, make available or
transmit to others content or materials (collectively, "User Contributions" on or through
the Website. Your User Contributions are posted on and transmitted to other users of
the Website at your own risk. Please be aware that no security measures are perfect or
impenetrable. Additionally, we cannot control the actions of other users of the Website
with whom you may choose to share your User Contributions. Therefore, we cannot and
do not guarantee that your User Contributions will not be viewed by unauthorized
persons. We are not responsible for circumvention of any privacy settings or security
measures contained on the Website.
You understand and acknowledge that, even after removal, copies of your User
Contributions may remain viewable in cached and archived web pages, or may have been
copied or stored by other Website users. Proper access and use of information provided
on the Website, including User Contributions, is governed by our Website Terms of Use
and known or suspected violations should be reported to our Privacy Officer via email at
privacy@oneio.cloud.
3.6. International Transfer of Data
We may store and process any information collected in connection with the Website in
any country where we have facilities or in which we engage service providers. By using
our Website, you consent to the collection, storage, transfer and processing of
information outside of your country of residence, within the EU.
3.7. Communication Preferences and Choices

If you do not wish to have your e mail address used for promotional purposes by us, you
may withdraw consent at a later time by clicking on the “unsubscribe” link located in our
emails.
You should review this Privacy Statement carefully, because if you do not agree with our
practices, your ultimate choice is not to use the Website.

3.8. Accessing and Correcting Your Personal Information
You may send us an e-mail at privacy@oneio.cloud to request access to, correct or delete any
personal information that you have provided to us in connection with the Website. We will
use reasonable efforts to respond to such requests for correction or updates to your personal
information.

4. Service
4.1. How We Obtain Information
As described below, we may collect several types of information from about our
Customers, including:
! General information, e.g. Customer’s company name and address, credit card

information, and the Customer’s representative’s contact information
(“General Information”) for administrative, technical, billing and contracting
purposes.

! Information and correspondence our Customers and Users submit to us in

connection with the Service.

! Information we receive from our business partners in connection with our

Customers use of the Service or in connection with services provided by our
business partners on their behalf, including configuration of the Subscription
Service.

! Quantitative data derived from our Customers use of the Subscription Service,

for example and without limitation, the number of messages transmitted in our
Subscription Service. All data collected, used, and disclosed will be in
aggregate form only and will not identify Customer or its Users.

! Server logs in support of the Subscription Service.

4.2. Cookies
When you use the Subscription Service, we may use cookies to:
! Track session state in the Subscription Service.
! Route a browser request to a specific node when multiple nodes are assigned;
! Authenticate your access to the Subscription Service.
! Recognize you when you return to the Subscription Service.

Cookies must be enabled in order to use the Subscription Service. A User may however,
refuse to accept the “remember me” cookie, which will then require a User to provide
their username and password to log into the Subscription Service.
4.3. User Behavior Tracking
We may use user behavior tracking “UBT” in order to better understand our users’ needs
and experience (e.g. how much time they spend on which pages, which links they choose
to click, what users do and don’t like, etc.). This enables us to develop our Service with
authentic user feedback. UBT uses cookies and other technologies to collect data on our
users’ devices, including device's IP address (processed during your session and stored in
a de-identified form), device screen size, device type (unique device identifiers), browser
information, geographic location (country only), and the preferred language used to
display our website. Collected data is stored in pseudonymized user profiles.
4.4. How We may Share Information Collected
We may disclose personal information that our Customers and Users provide to our
Service, to the following third parties:
! Our subsidiaries and affiliates (including those located outside the European

Economic Area).

! Contractors, business partners and service providers we use to support our

Service and business partners who provide services on behalf of our
Customers.

! In the event of merger, acquisition, or any form of sale or transfer of some or

all of our assets (including in the event of a reorganization, dissolution or
liquidation), in which case personal information held by us about our
Customers will be among the assets transferred to the buyer or acquirer.

We may also disclose your personal information to third parties to:
! Comply with any court order or other legal obligation.
! Enforce or apply the terms of the definitive agreement with our Customer

pursuant to which the Customer purchased access to the Subscription Service
(“Customer Agreement”).

! Protect our rights, property, or safety, or that of our Customers, Users or

others.

We do not share, sell, rent or trade information collected through the Service with third
parties for their promotional or other commercial purposes.

4.5. Customer Data
We may use Customer Data to provide the Service, including updating and maintaining
the Subscription Service and providing Support and Expert Services. Notwithstanding
anything else to the contrary in this Privacy Statement, we will not use, disclose, review,

share, distribute, transfer or reference any Customer Data except as permitted in the
Customer Agreement or as required by law.
4.6. Communication Preferences and Accessing and Correcting Your Personal
Information
Since each Customer is in control of what information, including any personal
information, it collects from its Users, how that information is used and disclosed, and
how that information can be changed, Users of the Subscription Service must contact
the applicable Customer administrator with any inquiries about how the Customer uses
and discloses personal data and how to access or correct personal data contained in
Customer Data.
4.7. Deletion of Customer Data and Customer Admin Data
All Customer Data is retained in the Subscription Service for 30 days from the time of
transmission, unless another retention period is expressly agreed upon with the
Customer. After the retention period all Customer Data is automatically deleted from the
Subscription Service.
Customer Admin Data is retained in the Subscription Service as long as the relevant
Integration Subscription is valid. Customer is entitled to change or delete the Customer
Admin Data in the Customer account at any time during the validity of the Integration
Subscription.

5. General
5.1. International Transfers of Personal Data
The Service may be provided by using resources and servers located in various countries
around the world. Therefore, your personal data may be transferred across international
borders, including to countries outside the European Economic Area (EEA) that do not
have laws providing specific protection for personal data or that have different legal
rules on data protection, for example, the United States of America. We shall always
ensure that there is a legal basis for such a transfer and that adequate protection for
your personal data is provided as required by applicable law, for example, by using
standard agreements approved by relevant authorities (where necessary) and by
requiring the use of other appropriate technical and organizational information security
measures
The locations of processing the Customer Data, that may contain your personal data,
shall be agreed upon between us and our Customer.
5.2. Mandatory disclosures
We may be obligated by mandatory law to disclose your personal data to certain
authorities, for example, to law enforcement agencies in the countries where we operate.
We may also disclose and otherwise process your personal data in accordance with
applicable law to defend our legitimate interests, for example, in civil or criminal legal
proceedings.

5.3. Security Statement
We maintain reasonable and appropriate measures to protect the personal data obtained
through the Website and in connection with the Service from loss, misuse and
unauthorized access, disclosure, alteration and destruction.
5.4. Third Party Websites and Applications
This Website may link to websites that are not owned or controlled by us. This Privacy
Statement does not apply to information collected on any third party site or by any third
party application that may link to or be accessible from the Website. In addition,
Customers and other third parties, including our business partners and consultants, may
develop applications or provide services to you or other third parties in connection with
our Service. This Privacy Statement does not apply to information collected by
Customers, our business partners and other third parties or third party applications or
services, even if this information is collected in connection with our Website or Service.
5.5. Changes to Our Privacy Policy
We reserve the right to update or change this Privacy Statement from time to time. If we
make material changes to this Privacy Statement, we will notify you through an
appropriate online notice (and obtain your consent where required by applicable law).
Your continued use of the Website or Service is deemed to be acceptance of any
updates or changes we make to this Privacy Statement and as such, we ask that you
review the Privacy Statement periodically for any updates or changes that we may have
made.
5.6. Contact Information
To ask questions or comment about this Privacy Statement and our privacy practices or
if you need to update, change or remove your information, contact us at
privacy@oneio.cloud.
or
ONEiO Cloud Corporation
Attn: Privacy
Huopalahdentie 24
FI-00350 HELSINKI
Finland
All other feedback, comments, requests for technical support and other communications
relating to the Website should be directed to: marketing@oneio.cloud.

User Terms and Acceptable Use Policy
Effective Date: March 4, 2019. Last updated July 22, 2020.
These User Terms of Service (the “User Terms”) govern your access and use of ONEiO
integration service (the “Service”). Even though you are signing onto an existing account,
these User Terms apply.
1. Legally Binding Terms
These User Terms are a legally binding contract between you and us. As part of these User
Terms, you agree to comply with the most recent version of our Acceptable Use Policy,
which is incorporated by reference into these User Terms. Reference to these User Terms
includes reference to the Acceptable Use Policy. If you access or use the Service, or continue
accessing or using the Service after being notified of a change to the User Terms, you confirm
that you have read, understand and agree to be bound by the User Terms. “We”, “our” and
“us” refer to ONEiO Cloud Corporation. You must be 18 years of age or older to use the
Service.

Customer’s Choices and Instructions
2. Customer’s ONEiO subscription(s)
An organization or other third party that we refer to in these User Terms as “Customer” has
usually invited you to access the Customer’s integration subscription. If you are accessing one
of your employer’s subscriptions, Customer is your employer. If you are accessing an
integration subscription created by an individual for her own account, she is our Customer
and she is authorizing you to join her subscription. If you are accessing your own ONEiO
integration subscription, then you are both ONEiO Customer and Authorized User.
3. What this means for You
Customer has separately agreed to ONEiO Terms of Service (the “Contract”) that permits
Customer to create and configure integrations in the Service. Each invitee granted access to
the Service, including you, is an “Authorized User”. The Contract contains our commitment to
deliver the Service to Customer, who may then invite Authorized Users to access the Service.
When an Authorized User (including you) creates or edits integration configurations
(“Configurations”) or submits content to the Service, such as messages or files (“Customer
Data”), you acknowledge and agree that such Configurations and Customer Data is owned by
Customer.
4. Relationship Between You and Customer, No Warranties
AS BETWEEN US AND CUSTOMER YOU AGREE THAT IT IS SOLELY CUSTOMER’S
RESPONSIBILITY TO (A) INFORM YOU OF ANY RELEVANT CUSTOMER POLICIES AND
PRACTIES IN RELATION TO USE OF SERVICE; (B) OBTAIN ANY RIGHTS, PERMISSIONS OR
CONSENTS FROM YOU THAT ARE NECESSARY FOR THE LAWFUL USE OF CUSTOMER
DATA AND THE OPERATION OF THE SERVICE; (C) ENSURE THAT THE TRANSFER AND
PROCESSING OF CUSTOMER DATA UNDER THE CONTRACT IS LAWFUL; AND (D)
RESPOND TO AND RESOLVE ANY DISPUTE RELATING TO CUSTOMER DATA OR USE OF

THE SERVICE. WE MAKE NO REPRESENTATIONS OR WARRANTIES OF ANY KIND,
WHETHER EXPRESS OR IMPLIED TO YOU RELATING TO THE SERVICE, WHICH IS
PROVIDED TO YOU ON AN “AS IS” AND “AS AVAILABLE” BASIS.
5. Follow the Rules
To help ensure a safe and productive work environment, all Authorized Users must comply
with our Acceptable Use Policy and remain vigilant in reporting inappropriate behavior or
content to Customer and us.
6. Termination of User Account
These User Terms remain effective until Customer’s subscription expires or terminates, or
your access to the Service has been terminated by Customer, you or us. You are entitled to
terminate your account to the Service at any time or for any reason, or for no reason.
7. Limitation of Liability
If we believe that there is a violation of the Contract, User Terms, or any of our other policies,
we may directly step in and take what we determine to be appropriate action (including
disabling your account), if Customer does not take appropriate action or we believe there is a
credible risk of harm to the Service, Authorized Users, or any third parties.
IN NO EVENT WILL WE HAVE ANY LIABILITY FOR ANY LOST PROFITS OR REVENUES OR
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, COVER OR PUNITIVE
DAMAGES HOWEVER CAUSED, WHETHER IN CONTRACT, TORT OR UNDER ANY
OTHER THEORY OF LIABILITY, AND WHETHER OR NOT WE HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. OUR MAXIMUM AGGREGATE LIABILITY TO YOU
FOR ANY BREACH OF THE USER TERMS IS ONE HUNDRED DOLLARS ($100) IN THE
AGGREGATE. THE FOREGOING DISCLAIMERS WILL NOT APPLY TO THE EXTENT
PROHIBITED BY APPLICABLE LAW.
8. Application of Consumer Law
ONEiO is intended for use by businesses and organizations and not for consumer purposes.
To the maximum extent permitted by law, you hereby acknowledge and agree that consumer
laws do not apply. If however any consumer laws do apply and cannot be lawfully excluded,
nothing in these User Terms will restrict, exclude or modify any statutory warranties,
guarantees, rights or remedies you have, and our liability is limited (at our option) to the
replacement, repair or resupply of the Service or the pro-rata refund to Customer of pre-paid
fees covering the remainder of the term.
9. Survival
Sections 4, “Relationship Between You and Customer, No Warranties;” 7. “Limitation of
Liability;” and 9. “Survival;” as well as all of the provisions under the general heading “General
Provisions” will survive any termination or expiration of the User Terms.

General Provisions
10. Notices
Except as otherwise set forth herein, all notices under the User Terms will be by email,
although we may choose to provide notice to Authorized Users through the Service. Notices
to Us should be sent to feedback@oneio.cloud, except for legal notices, which must be sent
to legal@oneio.cloud.
A notice will be deemed to have been duly given (a) the day after it is sent, in the case of a
notice sent through email; and (b) the same day, in the case of a notice sent through the
Service. Notices under the Contract will be delivered solely to Customer in accordance with
the terms of the Contract.
11. Privacy Policy
Please review our Privacy Policy for more information on how we collect and use data
relating to the use and performance of the Service.
12. Modifications
As our business evolves, we may change these User Terms. If we make a material change to
the User Terms, we will provide you with reasonable notice prior to the change taking effect.
You can review the most current version of the User Terms at any time by visiting this page,
and by visiting the other pages that are referenced in these User Terms: Acceptable Use
Policy and Privacy Policy. Any material revisions to these User Terms will become effective
on the date set forth in our notice, and all other changes will become effective on the date
we publish the change. If you use the Service after the effective date of any changes, that use
will constitute your acceptance of the revised User Terms.
13. Waiver
No failure or delay by either party in exercising any right under the User Terms, will
constitute a waiver of that right. No waiver under the User Terms will be effective unless
made in writing and signed by an authorized representative of the party being deemed to
have granted the waiver.
14. Severability
If any provision of the User Terms is held by a court of competent jurisdiction to be contrary
to law, the provision will be modified by the court and interpreted so as best to accomplish
the objectives of the original provision to the fullest extent permitted by law, and the
remaining provisions of the User Terms will remain in effect.
15. Assignment
You may not assign any of your rights or delegate your obligations under these User Terms,
whether by operation of law or otherwise, without the prior written consent of us (not to be
unreasonably withheld). We may assign these User Terms in their entirety (including all terms
and conditions incorporated herein by reference), without your consent, to a corporate

affiliate or in connection with a merger, acquisition, corporate reorganization, or sale of all or
substantially all of our assets.
16. Governing Law & Venue
These User Terms and any disputes arising out of or related hereto, will be governed
exclusively by the same applicable governing law of the Contract, without regard to conflicts
of laws rules or the United Nations Convention on the International Sale of Goods. The
courts located in the applicable venue of the Contract will have exclusive jurisdiction to
adjudicate any dispute arising out of or relating to the User Terms or its formation,
interpretation or enforcement. Each party hereby consents and submits to the exclusive
jurisdiction of such courts. In any action or proceeding to enforce rights under the User
Terms, the prevailing party will be entitled to recover its reasonable costs and attorney’s fees.
17. Entire Agreement
These User Terms, including any terms incorporated by reference into the User Terms,
constitute the entire agreement between you and us and supersede all other agreements,
proposals or representations concerning its subject matter. To the extent of any conflict or
inconsistency between the provisions in these User Terms and any pages referenced in these
User Terms, the terms of these User Terms will first prevail; provided, however, that if there
is a conflict or inconsistency between the Contract and the User Terms, the terms of the
Contract will first prevail, followed by the provisions in these User Terms, and then followed
by the pages referenced in these User Terms (e.g., the Privacy Policy). Customer will be
responsible for notifying Authorized Users of those conflicts or inconsistencies and until such
time the terms set forth herein will be binding.
18. Contacting ONEiO
Please feel free to contact us if you have any questions about these User Terms of Service.
You may contact us at feedback@oneio.cloud or at our mailing address below:
ONEiO Cloud Corporation
Huopalahdentie 24
FI-00350 HELSINKI
Finland

ACCEPTABLE USE POLICY
Dated: March 4th, 2019
This Acceptable Use Policy sets out a list of acceptable and unacceptable conduct for ONEiO
Service. If we believe a violation of the policy is deliberate, repeated or presents a credible
risk of harm to other users, our customers, the Service or any third parties, we may suspend
or terminate your access. This policy may change as ONEiO grows and evolves, so please
check back regularly for updates and changes. Capitalized terms used below but not defined
in this policy have the meaning set forth in the User Terms of Service.

Do:
1. comply with all User Terms of Service, including the terms of this Acceptable Use
Policy;
2. comply with all applicable laws and governmental regulations, including, but not
limited to, all intellectual property, data, privacy and export control laws, as well as
regulations promulgated by government agencies, including rules of securities
exchanges, when applicable;
3. upload only Customer Data to which Customer owns all required rights, and do so
only consistent with applicable laws;
4. use all commercially reasonable efforts to prevent unauthorized access to or use of
the Service;
5. keep passwords and all other login information confidential;
6. monitor and control all activity conducted through your account in connection with
the Service;
7. promptly notify us if you become aware of, or reasonably suspect any illegal or
unauthorized activity or a security breach involving your accounts, including any
loss, theft, or unauthorized disclosure or use of a username, password, or account;
and

Do Not:
1.

permit any third party that is not an Authorized User to access or use a username or
password for the Service;

2.

share, transfer or otherwise provide access to an account designated for you to
another person;

3.

use the Service to store or transmit any Customer Data that may infringe upon or
misappropriate someone else's trademark, copyright, or other intellectual property,
or that may be unlawful;

4.

upload to or transmit from, the Service any data, file, software, or link that contains
or redirects to a virus, Trojan horse, worm, or other harmful component or a
technology that unlawfully accesses or downloads content or information stored
within the Service;

5.

attempt to reverse engineer, decompile, hack, disable, interfere with, disassemble,
modify, copy, translate, or disrupt the features, functionality, integrity, or
performance of the Service or any third-party data contained therein;

6.

attempt to gain unauthorized access to the Service or related systems or networks
or to defeat, avoid, bypass, remove, deactivate, or otherwise circumvent any
software protection or monitoring mechanisms of the Service;

7.

access the Service in order to build a similar or competitive product or service or
copy any ideas, features, functions, or graphics of the Service;

8.

impersonate any person or entity, including, but not limited to, an employee of ours,
an “Administrator”, an “Owner”, or any other Authorized User, or falsely state or
otherwise misrepresent your affiliation with a person, organization or entity;

9.

use the Service to provide support or resources to any organization(s) designated as
a terrorist organization pursuant to any relevant laws and regulations concerning
national security, defense or terrorism;

10. access, search, or create accounts for the Service by any means other than our
publicly supported interfaces;
11. send altered, deceptive or false source-identifying information;
12. sublicense, resell, time share or similarly exploit the Service;
13. use the Service for consumer purposes, as ONEiO is intended for use by
professionals, businesses and organizations;
14. use contact or other user information obtained from the Service (including email
addresses) to contact Authorized Users outside of the Service without their express
permission or authority or to create or distribute mailing lists or other collections of
contact or user profile information for Authorized Users for use outside of the
Service; or
15. authorize, permit, enable, induce or encourage any third party to do any of the
above.

Contacting ONEiO
Please also feel free to contact us if you have any questions about ONEiO’s Acceptable Use
Policy. You may contact us at feedback@oneio.cloud or at our mailing address below:
ONEiO Cloud Corportation
Huopalahdentie 24
FI-00350 HELSINKI
Finland

